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SafeZone App Installation and permissions walkthrough for iOS and Android - SSO

Downloading and installing SafeZone

Invitation email from SafeZone

1. You will receive an email to your email address inviting you to join SafeZone

0931+ Wl v -
< Mailboxes Edit

All Inboxes

® safeZone
You've been invited to join SafeZone

2. Open up the email
3. To download and install SafeZone:

iPhone users tap on Download on the App Store

OR

Android users tap on Get It On Google Play

vZ/ SafeZone

1. Get the app

Login: email@organisation.com
Password: password

3. All set!
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iOS Setup Walkthrough

Installing SafeZone

The steps below will go through how to set up the SafeZone App on an iPhone (iOS) device

1. After tapping on Download on the App Store, the SafeZone App download screen will appear. Make sure you are downloading the correct app by
CriticalArc Pty Ltd. Please refer to the screenshot to the right What's New

Cusity inprovsarts

2. Tapon @ to start the download and installation of the SafeZone App onto your device. Preview

3. Tap on Open to open the SafeZone App.

Setting up your SafeZone account

4. Enter in the email address for your account. Tap on Next

5. You will then be redirected to your organisation’s sign-in page. Enter in your organisation’s credentials to log in.

6. Complete your registration by updating your profile, adding your name and mobile phone number. An administrator may have already added this information on your behalf
however it is recommended to check that your details are entered in correctly

7. If you wish to add a photo to your profile, tap on Choose a Photo (optional, but recommended to assist responders in locating you, when you request help)
8. Tap on Sign Up to complete your registration for SafeZone.

9. On the Terms and Conditions screen, tap on Accept.



SafeZone App Installation and permissions walkthrough for iOS and Android - SSO

Your organisation’s sign-in page

Sinin

Emadorgarisstion com

400123456

& Choose a Photo

400123456

Choose a Photo

Privacy Policy

CRITICALARC SAFEZONE END USER LICENCE
AGREEMENT

YOU MUST READ THE TERMS AND CONDITIONS
OF THIS END USER LICENCE AGREEMENT (“the
Agreement”)  BEFORE  INSTALLING  THIS
APPLICATION.

IMPORTANT: BY PRESSING THE “ACCEPT
BUTTON, INDICATING  YOUR  AGREEMENT
ELECTRONICALLY, OR OTHERWISE INSTALLING
THE SAFEZONE APPLICATION, YOU AGREE TO BE
BOUND BY THE TEAMS AND CONDITIONS OF THIS
LICENCE AGREEMENT.

IF ¥OU DO NOT AGREE TO BE BOUND BY THE
TERMS AND CONDITIONS OF THIS LICENCE
AGREEMENT, DO NOT CONTINUE TO REGISTER AS
A USER, QUNT THE APPLICATION AND UNINSTALL
THE SAFEZONE APPLICATION.

BY PRESSING THE “ACCEPT BUTTON YOU ARE
CREATING A BINDING LEGAL AGREEMENT
BETWEEN YOU ("YOU", “YOUR") AND CRITICALARC
LTD (CRITICALARCT) AND THE ORGANISATION
WHO IS UTILISING  SAFEZONE YOUR
ORGANISATIONT). YOU CANNOT ENFORCE THIS
UCENCE AGREEMENT WITH APPLE, GOOGLE OR

MICAOSOFT. HOWEVER, APPLE, GOOGLE OR
MICHOSOFT _AND _THEIR _SUBSIDIARIES _AND
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10. The Choose Groups screen is related to an inactive function in Stanford’s SafeZone. You
can skip this step. Tap on Done.

Setting your SafeZone Permissions (iOS)

11. You will then be presented with the SafeZone home screen with the 3 alert buttons.

12. The app will require you to enable the permission for Location, select Allow While Using the App

Allow Once
First Aid

Allow While Using App

r t Don't Allow

Emergency

13. The Notifications, Motion & Fitness and Bluetooth will also need to be allowed. Select Allow or OK to be able
to use the features of SafeZone properly.

“SafeZone” Would Like to “SafeZone” Would Like to “SafeZane” Would Like to
otifications Use Bluetooth Access Your Motion & Fitness
Send You N Yot

Notitications may inchoce alerts, o T o, ‘Yo Mt grann matien detection

permisicns L oetimise battory usage
while chacked.in

Den't Allow oK

First Aid
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14. If you tap on the Check-In (or Check-In Timer) button, select the option for Change
to Always Allow. This will allow SafeZone to use your location services even if the
app is running in the background.

a 2

OR
Check In Check In Timer

Allow *SafeZone” to also use
your location even when you
are not using the app?

Vo sl Grine S "Wk Uising”
RoCAoN EHMiSon 13 Mk BT,

Vi e tson
permissions 1o enabée check-ins,
Buetnot lert devices and location

15. You will now be able to use SafeZone to raise alerts, check-in and share your
location and receive communications from your organisation.

NOTE: Check In and Check In Timer are not monitored on the Stanford campus, at this Emergency
time.

iOS Permission settings

If you are familiar with how to set up settings and permissions on your iPhone device or you have followed the
steps above and are still having issues with the SafeZone App, please refer to the screenshots below to correctly
set up the permissions for the SafeZone App.

1. OntheiPhone home screen, tap on the Settings icon.
2. Scroll down and tap on SafeZone to open the SafeZone settings screen.

3. The required settings for the SafeZone App are shown in the below-right screenshot

- 32pm -

Settings £ SateZone
. Measure
. Shortcuts
®  Health Location 4
B3 suetootn [ @)
B resic Motion & Fitress O
n ™ n Sirl & Search
& Phows Hotifications
W Camera @ Background App Refresh (\
0 soos BB mobile pata [ @)
) eodcasts
% Game Center "
Language
@ omniGuard
@ SateZone

4 Slack Location Profile

Page | 7



Android Setup Walkthrough

Installing SafeZone

The steps below will go through how to set up the SafeZone App on an Android device. Please note, the steps and screenshots below are done on a Samsung device, and
different Android manufacturers may have different Android settings.

1. After tapping on Get it from Google Play, the SafeZone App download screen will appear. Make sure you are downloading the correct app by
CriticalArc Pty Ltd. Please refer to the screenshot to the right.

2. Tap on Install to start the download and installation of the SafeZone App onto your device.

3. Tap on Open to open the SafeZone App.

Setting up your SafeZone account

4. Enter in the email address for your account. Tap on Next

5. You will then be redirected to your organisation’s sign-in page. Enter in your organisation’s credentials to log in.

6. Complete your registration by updating your profile, adding your name and mobile phone number. An administrator may have already added this information on
your behalf however it is recommended to check that your details are entered in correctly

7. If you wish to add a photo to your profile, tap on Choose a Photo (optional but recommended to assist responders in locating you, when you request help)
8. Tap on Sign Up to complete your registration for SafeZone.

9. Onthe Terms & Conditions screen, tap on Accept
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email@organisation.com

Your organisation’s sign in page

S

smaikgoganstion com

@
ifolp
ilkll
n m &
Ga

Given

Jairne

Family name

Pattersan

Mobille Phome

AU - | 4D0123456 {

Choose a Photo

Medical condition(s)

Sign Up

Medical condition(s)

Mobiity Needs

Are you subject 1o 3 REER?
O Tue (@) unspecified () False

Special Heeds

€ Terms and Conditions

CRITICALARC SAFEZONE END USER LICENCE
AGREEMENT

¥OU MUST READ THE TERMS AND
CONDITIONS OF THIS END USER LICENCE
AGREEMENT  (“the Agreement”) BEFORE
INSTALLING THIS APPLICATION.

IMPORTANT: BY PRESSING THE “ACCEPT™
BUTTON, INDICATING YOUR AGREEMENT
ELECTRONICALLY, OR OTHERWISE INSTALLING
THE SAFEZONE APPLICATION, YOU AGREE TO
BE BOUND BY THE TERMS AND CONDITIONS
OF THIS LICENCE AGREEMENT.

IF ¥OU DO NOT AGREE TO BE BOUND BY THE
TERMS AND CONDITIONS OF THIS LICENCE
AGREEMENT, DO NOT CONTINUE TO REGISTER
AS A USER, QUIT THE APPLICATION AND
UNINSTALL THE SAFEZONE APPLICATION.

BY PRESSING THE "ACCEPT BUTTON YOU ARE
CREATING A BINDING LEGAL AGREEMENT
BETWEEN ¥OU (YOU", “YOUR) AND
CRITICALARC LTD ("CRITICALARC”) AND THE
CRGANISATION WHO IS UTILISING SAFEZONE
[YOUR  ORGANISATION'). ¥OU  CANNOT
ENFORCE THIS LICENCE AGREEMENT WITH
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10. The Choose Groups screen is related to an inactive function in Stanford’s SafeZone. You can skip this step. Tap on Done.

Setting your SafeZone Permissions (Android)
11. You will then be presented with the SafeZone home screen with the 3 alert buttons.
12. A prompt to enable permissions for SafeZone will appear. SafeZone requires you to enable permissions for Camera, Location, Physical Activity, Storage and

Telephone. By default, all permissions are set to Denied. Please Select Allowed to be able to use the features of SafeZone properly. For the Location permission,
select the permission for Allow all the time. Please refer to the screenshot below-right for the required settings.

09:44 @ @ ¥ o= a0 A E P UTRA0 09:44 @ @ o= R0 09:45 @ @ w=H.0
< Appinfo € Apppermissions Q @ i € Location permission Q € Apppermissions Q. @
(@]
Memary
M SafeZone SafeZone SafeZone
Criticalarc SafeZone
Criticalarc HQ
Notifications LOCATION ACCESS FOR THIS APP
s ALLGWED ALLGWED
Permission required o & Allow all the time =
; G No permissions allowed [+ Camera
You must grant location permissions Permissions
['While Using’ on Android 10+) to be No permissians alowed . .
able to raise alerts while the app is ke Allow only while using the app Q Location
in the foreground ) '
Set as default )
CANCEL | SETTINGS None et as default & Camera Deny % Physical activity
First Aid i - & Location See all apps with this permission =) Storage
App details in store
¥ Physical activity . Telephone
‘ j s v E: Storage o
Em ergency [EA -} ® L. Telephone No permissions denied
Open Urenstal Foece stop




Disabling Battery optimisation

13. Android devices have a battery optimisation feature which needs to be disabled so that SafeZone can share
your location while in the ‘Doze’ or black screen state. When the pop-up appears, tap on Settings. If the
Permission required prompt does not appear, tap on Check In or Check In Timer to display the prompt.

& OR &@

Check In Check In Timer

14. Tap on the drop-down at the top and change from Apps not
optimised to All

15. Scroll down and search for SafeZone. Newer Android devices may have the ability to search for SafeZone
using the magnifying glass at the top.

16. Disable battery optimisation by toggling the switch off (left)

goSH. A o= a
< Optimise battery usage Q < safe x
Apps not optimised All(3) =
All v
inavigua apps. Some Tuncions, such as . :
those that use mobile networks or sync r__J SafeTrans
data, will be restricted to save battery
G 2 power.
Permission required a Safety information «
You must exclude SafeZone from
battery optimisations in order to o 10 play q
remain checked-in while the device s
is in the 'Doze’ state. Press 'Settings’ bd-E.ZDI'IE
to open the Battery Optimisation =
Settings and exclude SafeZone now. . 13cabs a
oL safety safezone safez
CAMCEL | SETTINGS
Q 2 Button Navigation Bar g 11213]14ls5]lef7l8lolo
giwjlelr|tlyjulijolp
a 3 Button Navigation Bar g
: alsjdlflalhlilk]!
a?plus « S z x ' c v bln m @
. English (AL) . =8
[:::)

GNow -

NOTE: Check In and Check In Timer are not monitored on the Stanford campus, at this time.



Menu and Buttons Detail

Refer to the Quick Start Guide for detailed info about the Stanford-specific functions in SafeZone. Note that Check In and Check
In Timer are not monitored on the Stanford campus, at this time.

C)criticalarc Using the SafeZone App @ SafeZone

w11l vodafone UK = 09:43 v (=) 4
This allows access to the user profile = ~ Allows the user to view their
and other features. == Safe@ Zone & location on Google or Apple Maps.

] &(D A Allows the user to share their

K Torch Zheck In Timer Check In location with responders by
This button allows the user to access the ‘Checking In’. You may be asked to

torch directly through the SafeZone App. Press for Information share your location in the event of

Solihull Office an emergency.

This button allows the user to share This button will take the user to an
their location for a desired time period, information page based on their
after which an alert will be sent to location. This could be a country
security if the user does not ‘Check guide when abroad.

Out’.
Example uses: sharing a taxi journey
or when working alone in a secluded

or dangerous location. In the case the user needs general
help or assistance, this button will
either:
Call an appropriate individual.

. . . s Call the Security Control Room.
If medical assistance is needed, this . . ’ : 4 2
biitton will: First Aid ] Secunty Raise an alert in the Security

Call the relevant, local emergency Control Room.

services number (e.g. Ambulance).
Raise an alert in the Security Control
Room. In the case of an emergency, this
button will:
Call the relevant, local emergency
services number.
Raise an alert in the Security

Emergency Control Room.
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Not all menu options are available in the Stanford SafeZone application.

criticalarc

Settings is where the user accesses
preferences for: Automatic Check-In,
Version Notifications, and Language.

This button takes the user to an
information page (e.g. Security/App
info etc).

If enabled, this button allows the user
to keep track of campus transport,
such as night buses.

The Alert Devices menu allows the
user to connect a V.Alrt Bluetooth
Panic Button.

Allows the user to keep track of the
App version.

This button gives the user access to
the SafeZone Privacy Policy.

This button signs the user out of the
SafeZone App.

!l vodafone UK = 14:55

User Name
T iticalarc.com

e

mw mw » <« @ ® O D X 6 &

&

Settings
Report A Tip
Information
Notifications
Buses
Regions
Alert Devices

Diagnostics
Version up to date
3.106

Feedback
Privacy Policy

Terms and Conditions >

Sign Out

Using the SafeZone App

Torch

[ ]
First Aid

‘@? SafeZone

This button allows the user to access
and edit their Profile.

When enabled, the user can Report A
Tip to security (e.g. Disturbance,
Suspicious Activity).

Here the user can view recent
notifications and manage optional
notification groups.

This button allows the user to
quickly view and select available
SafeZone Regions.

This button takes the user to the
App’s diagnostic page.

This Feedback button allows the
user to access guides and contact
support.

Here the user can find the Terms and
Conditions of the SafeZone App.
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For additional assistance, contact vbergado@stanford.edu

rN ..
\J criticalarc

CriticalArc Pty. Ltd. (ABN 69 154 820 603)
Contact CriticalArc

E-mail: contact@criticalarc.com
Web: www.criticalarc.com

Trademarks: SafeZone, the SafeZone Logo and CriticalArc are trademarks of CriticalArc Pty Ltd.

Copyright © 2020 CriticalArc Pty Ltd All rights reserved
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